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Supplementary Table 1 | Characteristics of representative resistive RAM TRNG reported in the
literature. A comparison of the main characteristics of TRNG circuits that use different characteristics of
resistive RAM as entropy source. While multiple works use only simulations at the circuit level to
demonstrate functionality after performing some characterization at the device level, those that show
hardware implementations often rely on laboratory equipment (stan-alone) or vast resources (as RRAM
IT1R arrays, costly post-processing or FPGAs). Our work offers a low-cost, practical implementation that
is affordable and of potential integration directly into loT applications, with competitive performance and
boosted by the unique characteristics of carefully engineered h-BN based memristors. In the table, the green
highlights are advantages, and the red highlights are disadvantages.
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Supplementary Table 2 | RTN ratio of Ag Ink/h-BN/Ag memristors in comparison to other devices
used in RTN-based TRNG. For other proposed TRNG based on RTN generated by memristors, most
works don’t show a full analysis of the experimental RTN signals generated by the devices. From the short
experimental traces shown by most of them, we extracted the maximum observed RTN ratio, whereas this
is current in 1R devices or voltage in 1T1R cells. Our work shows that in our Ag Ink/h-BN/Ag devices, the
minimum ratio observed from all the RTN transitions in a >1 hour long trace (see Figure 2a) is inferior to
only one report®, while the mean and the maximum observed ratios are well above all the proposed devices
in the literature, highlighting a clear advantage of our device in terms of RTN signal quality.



Supplementary Figure 1 | Compatibility of the fabrication process with large-area circuit fabrication.
Top-view optical microscope image of a SiO, wafer with multiple crossbar arrays of h-BN memristors
patterned on it. The purple colour at the top-right part of the image is the SiO,, and the rest of the image is
covered by the h-BN, which appears to be blue given its ~6 nm thickness. This confirms the absence of
cracks for a large portion of the h-BN. The scale bar is 200 pm. This image confirms that this fabrication
process is suitable for the large-area fabrication of solid-state micro/nano-electronic circuits.
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Supplementary Figure 2 | Current-voltage (I-V) characteristics of Ag/h-BN/Ag devices. Typical [-V
curves for 10 devices acquired under a current limitation of 1 nA. Between 0.5 V and 1 V, a clear increase

in current is observed, ascribed to the breakdown of the insulator through an intrinsically defective region
in the h-BN.
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Supplementary Figure 3 | RTN signals at different applied voltages in Ag/h-BN/Ag devices. a, b, c,
d, RTN characteristics obtained at different voltages, from 30 mV to 60 mV of the same sample from Figure
2. RTN signal is rather more unstable than at 70 mV but is still observed in all cases. e, f, Capture and
emission times, respectively, for all the applied voltages. While capture times are sensitive to the applied
voltage, emission times are distributed very similarly for all bias conditions.



2D flake

Supplementary Figure 4 | Structure of the mechanically exfoliated Au/h-BN/Au devices. a, Top-view
optical microscope image of an Au/h-BN/Au device. b, Cross-sectional TEM image of the h-BN stack,
proving that (unlike CVD-grown h-BN) its layered structure is free of defects. This image also serves to
confirm that the defects observed in the CVD-grown h-BN stack are not produced by the focused ion beam
cut for sample preparation. h-BN thickness is around 6 nm, and the number of visible layers is 16~18,
consistent with a 0.33 nm atomic layer thickness in h-BN.
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Supplementary Figure 5 | Constant voltage stress on exfoliated h-BN. Characteristic I-t curve of an h-
BN dielectric fabricated through the exfoliation method. Note that there is no progressive increase in the
current under CVS. Eventually, an abrupt current increase triggers the layer-by-layer dielectric breakdown,
in agreement with previous observations.
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Supplementary Figure 6 | Analysis of RTN dynamics based on a Hidden Markov Model. a,
Reconstruction of an ideal RTN signal (black, displaced to higher values in current axis for clarity) from a
100 second interval extracted the measurements (blue) of Figure 2a, to extract capture and emission times.
b, detailed view of a 10 second interval were excellent fit to the subjacent RTN signal is observed. From
this reconstruction, capture (t.) and emission (1.) times can be calculated after each abrupt change in the
RTN signal and organized into an exponential density plot /n(1-F) vs. time, where F' is the cumulative
distribution function. In such representation, a straight line corresponds to an ideal exponential distribution
for the values of 1. and t.. Such results are displayed in Figure 2d and in Supplementary Figure 2e. In all
cases, the same methodology is used.
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Supplementary Figure 7 | Signals used as entropy sources for reliable TRNG. a, Example of an RTN
signal from a different device, with significant flicker noise density superimposed, as captured by the
Arduino microcontroller. b, A device showing RTN together with large current variations (spikes) under
an volatile switching regime at an applied voltage of 1.5 V, also as captured by the Arduino microcontroller
when used as entropy source. If the current reaches the TIA limitation, the proposed system interprets this
as a conductance change and lowers the applied voltage to zero (aided by the bipolar transistor in Figure 3a
as a discharge path for the PWM filter) for a short period of time (see abrupt change around 35 seconds
pointed by the blue arrow). The device recovers its previous conductance state and the random number
generation is never interrupted, showing results as good as in the case of RTN signals as entropy sources

(see Figure 4).
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Supplementary Figure 8 | 180 nm CMOS implementation of the TRNG conditioning circuit. a,
Photograph of the box received from TSMC including the 5 mm x 5 mm microchips containing multiple
types of circuits; one of them is the TRNG circuit presented in Figure 3. b, Layout of the microchip designed
using the software from Synopsys. The analogue front-end (including TIA, high pass filters, feedback loop
and passives) of an integrated version of the proposed TRNG is enclosed in yellow. ¢, Detailed photograph
under the optical microscope of the analogue front-end for the TRNG circuit enclosed in yellow in panel b.
The implementation also includes an embedded 24-bit NLFSR (not shown) and a configurable comparator
that triggers the re-seed of the NLFSR. Total conditioning circuit area is roughly 220 pm % 110 pm = 0.024
mm?, including passive components.
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